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1
Decision/action requested

It is requested to add a new subclause to 6.7.3. The content of the contribution is about initial AS security context establishment regarding the algorithms negotiation for RRC and UP.  
2
Rationale

In SA3#88 (Dali), it was agreed for RRC that algorithm negotiation and activation of both the confidentiality and the integrity protection activation will be same as in LTE. See S3-172164 (Agreements and open issues on Radio Access network protection). 
In SA3#89 (Reno), followings were agreed for user plane. See an Editor's Note just under Clause 6.

(#4) It is agreed to have a single UP confidentiality algorithm.

(#5) It is agreed to have a single UP integrity protection algorithm (excluding discussion about no MAC-I) in phase 1, but not precluding per PDU in phase 2. 

(#6) For single connectivity, it is agreed to use AS SMC for negotiating UP confidentiality algorithm, similar to LTE, meaning that all PDU sessions will be protected using the same UP integrity protection algorithm. Dual connectivity case is FFS and will be based on RAN2 progress.

(#7) For single connectivity, it is agreed to use AS SMC for negotiating UP integrity protection algorithm. Dual connectivity case is FFS and will be based on RAN2 progress.

 (#8) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP integrity protection activation, meaning that UP integrity is activated per DRB. This allows UP integrity to be activated for one DRB while not activated for another DRB. (requirements for UP integrity need to adapted).

(#9) It is agreed to use RRC signalling (similar to dual connectivity) for negotiating UP confidentiality activation, meaning that UP confidentiality is activated per DRB. This allows UP confidentiality to be activated for one DRB while not activated for another DRB. (requirements for UP confidentiality need to adapted).

(#10) It is agreed that same algorithms are used for RRC security and user plane security in phase 1. This does not preclude different algorithms in later phases.

Therfore, all the aspects of algorithm selection are same for both the user plane and RRC.

Accordingly, this contribution proposes add a clause under 6.7.3 (Procedures for AS algorithm selection) which uses symantics from the corresponding LTE clause, i.e., Clause 7.2.4.2.1 in TS 33.401. 

Mind that that activation of RRC/UP security is not in the scope of this contribution.
3
Detailed proposal
Changes are proposed below. The corresponding clause in TS 33.401 is Clause 7.2.4.2.1.
*** BEGIN CHANGES ***
6.7.3
Procedures for AS algorithm selection

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.4.2, which is about AS algorithm negotiation procedure. 

6.7.3.0

Initial AS security context establishment

This clause provides the details for AS security algorithms negotiation and consideration during the UE initial AS security context establishment.

Each gNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. When AS security context is to be established in the gNB, the AMF shall send the UE 5G security capabilities to the gNB. The gNB shall choose the ciphering algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities. 
The gNB shall choose the integrity algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities. The chosen algorithms shall be indicated to the UE in the AS SMC. The chosen ciphering algorithm is used for ciphering (when activated) of the user plane and RRC traffic. The chosen integrity algorithm is used for integrity protection (when activated) of the user plane and RRC traffic. Activation of ciphering and integrity protection for the RRC traffic shall be done as defined by Clause 6.7.4. Activation of ciphering and integrity protection for the user plane traffic shall be done based on the UP security policy received from the SMF as defined by Clause < “UP security activation procedure” >.

*** END OF CHANGES ***
�This clause should be the first one under 6.7.3.


It went missing (or was never added yet). See corresponding clause in TS 33.401, i.e., Clause 7.2.4.2.1






